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Preface:  
 

With international trade and supply chains, together with technology advancements in 
artificial intelligence, enterprises (big and small) are increasingly interconnected.  It is 
therefore not just a national imperative, but also a corporate imperative for all enterprises to 
build capability and capacity in cyber security.   

 

Cyber security is the application of technologies, processes and controls to protect systems, 
networks, programs, devices and data from cyber attacks. It aims to reduce the risk of cyber 
attacks and protect against the unauthorised exploitation of systems, networks and 
technologies.  Different enterprises have different abilities to protect its data and assets, and 
have varying degree of preparedness against IT security threats.  

 

For large and listed enterprises, cyber risk management is integrated within Board room 
discussions. It is incorporated as part of the Code of Corporate Governance.1 (SGX Main Board 
Rules, 2018)  Listed companies are required under the Singapore Exchange Listing Rules to 
disclose their corporate governance practices and give explanations for deviations from the 
Code in their annual reports.  Listed companies therefore, by obligation, have at least some 
form of risk management policies towards cyber security. 

 

Singapore Small and Medium Enterprises (SMEs) are different from large companies.  SMEs 
are far from listed companies, in terms of scale and resources. SMEs are those with operating 
receipts of less than $100million and they employ fewer than 200 workers.   As an aggregate 
group, SMEs are a crucial economic driving force in Singapore’s economy.  Singapore SMEs 
hire 2.5mil employees which constitutes ~72% of the workforce (Singapore Department of 
Statistics, 2020) and contribute 44% of GDP (Enterprise Singapore, 2018).  Not just an 
economic driver, SMEs have a critical role to play in the cyber security arena.  Any cyber 
vulnerability within SMEs can become a weak link in terms of cyber security.  If this leads to a 
cyber incident, it is unacceptable.  Hence there is an urgency to catalyse SMEs towards a 
stance of progressive cyber security posture and in so doing, increase their quotient of cyber 
resilience.   

 

Unlike for listed companies, the typical governance framework and practice for cyber security 
risk management is not going to work for SMEs.  Unless their computer systems are 

 
1 This is under Practice Guidance 9 of Code of Corporate Governance 2018   The Code of Corporate Governance 
came under the purview of MAS and SGX with effect from 1 September 2007.  
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designated as a Critical Internet Infrastructure (CII)2, the tension between many competing 
priorities fighting for attention from SME owners, and a more far-sighted view of cyber 
defence, means that SMEs tend to view cyber security as a back-of mind issue. 

 

This tension, together with the rapidly evolving cyber threat landscape, means that SME 
owners have latent inertia to make decisions on cyber security.  How can the barrier to 
adoption be lowered? Is cost of cyber security solutions the barrier to adoption? Are 
catalysts needed to step up the cyber resilience for SMEs, given its national and corporate 
importance (regardless of whether SMEs accord a similar degree of importance and priority)? 
If so, what catalysts would make a material difference? 

 

This special report is commissioned by SGTech3, a trade association which is an active and 
responsible advocate for the technology industry in Singapore.  The report will look at 
uncovering the thinking and mindsets of SME management/owners towards cyber security. 
In this study, we have interviewed a diverse selection of SMEs in Singapore from the micro, 
small and medium categories. (Annex 1) 4 

 

 

  

 
2 The CII is the computer or computer system for the continuous delivery of an essential service, and the 
computer is wholly or partly in Singapore.  Essential service covers services relating to energy, info-
communications, water, healthcare, banking and finance, security and emergency services, aviation, land 
transport, maritime, functioning of Government, and media (Cybersecurity Act 2018). 
3 www.sgtech.org.sg 
4 This study is a qualitative research, to understand personal experiences, interpretations and opinions from 
the point of view of research participants (Singapore SMEs). Refer to Annex 1 for definitions of these SME 
segments. 
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From the lens of SMEs: what is cyber security 
and how are they managing it? 
 

View of the cyber threat landscape 

 

      Viewpoints from interviewees: 

 Singapore is generally a cyber safe place to 
operate business.  
 

 Cyber security is not defined geographically. 
This means that Singapore is as safe as 
anywhere else in the world. However, some 
held the view that the Singapore government 
has put in place advisories, policing and 
safeguards relative to ASEAN countries, and 
hence Singapore is safer in terms of cyber 
security. 
 

 The type of enterprises that are more likely 
to be targeted are: healthcare, enterprises 
with customer data. 
 

 Disgruntled employees are a source of risk as 
this means the “fence” is broken from the 
inside.  

 

 

 

 

 

 

 

 

 

 

“If you are a famous 
brand, then there’s a 
chance to get cyber 
attacked. As SMEs get 
more connected, the risks 
are higher.” 

Micro SME owner, 
running an ecommerce 
enterprise 

 

 

“They (cyber attackers) 
tend to target computing 
(IT), banking and 
manpower 
sectors…because of the 
data they hold.” 

SME owner in healthcare 
services 

 

 

“We are a B2B enterprise, 
so we are not so 
impacted... (They) tend to 
target individuals or small 
setups with fewer 
internal controls.” 

MD of wholesale trade 
SME 
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Common cyber threats facing SME enterprises 
or their industries 

 

      Viewpoints from interviewees: 

 Phishing attacks are cited as most common.  
For those who had encountered such attacks, 
timely anonymised alerts on such attacks 
have been found useful, as such alerts are 
sent very quickly after they had been 
reported, and hence serve to raise the 
heightened alertness for the industry. 
 

 Spamming is also cited to be common.  
Spamming can easily be resolved with anti-
spam software. 
 

 For malware, SMEs say that anti-spam 
software is an effective and affordable 
solution for SMEs to fend off malware. 
 

 With work-from-home (WFM) arrangements 
as part of safe distancing measures at 
workplaces, vulnerabilities are exposed.  The 
increased vulnerabilities come from 
employees’ own devices (laptops/mobile 
phones) and open wifi.  
 

 Distributed Denial-of-service (DDoS) attacks 
have been experienced in the financial sector. 
When such incidents happen, the downtime 
can result in millions of dollars lost and this is 
the moment of truth to see how well 
prepared the companies are. The more well 
prepared they are, the faster they can 
identify the problem, isolate the problem and 
resolve it.5 
 

 
5 The case referred to can be found in this article dated 24 Oct 2019: 
https://www.enterprisetimes.com.sg/banking-finance/some-
brokerages-in-singapore-hit-by-ddos-attacks-last-week 

 

“Phishing is most 
common. (We) used to 
get 2-3 phishing emails a 
month. Now it's 2-3 such 
emails per week. Some 
phishing emails come 
with attachments; some 
without attachments, 
some made to look like 
emails with names you 
know.” 

CEO of transport sector 
enterprise 

 

 

“Most companies actually 
don’t know they have 
had a data breach. It 
typically takes 100-120 
days for them to find out. 

 

The sweet spot to be 
targeted is companies 
below $100m in 
revenues. Hackers are 
smart. They won’t go for 
(big companies)*, but go 
for (the system 
integrator)* handling it.” 

CEO of ICT Outsourcing 
SME  

(*names of companies 
anonymised as the data 
breach is not found in public 
news) 
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Relevance to enterprise 

 

      Viewpoints from interviewees: 

 It is the predominant view that cyber security 
is an IT issue. Therefore, it comes with a 
certain level of “prerequisite” knowledge to 
understand this domain.  It is a hard subject 
to understand.  Interviewees who are more 
comfortable in this topic, are usually those 
who have acquired prior work experience in 
ICT sector or who have keen personal interest 
in this subject matter. 
 

 For larger enterprises, there are both 
dedicated IT department and internal 
audit/compliance department to manage 
cyber security and data protection. For  
smaller-sized enterprises, these two domains 
are generally merged under IT.  For micro 
SMEs, the SME owner handles and manages 
these domains himself/herself, and mainly 
via third party software-as-a service. 
 

 Cyber security expenditure is currently not 
part of the annual budget planning. For larger 
SMEs, it is part of the IT budget.   
 

 There is an agreement amongst the 
interviewees that more clarity in cyber 
insurance coverage is needed from insurance 
companies.  For SMEs that are willing to 
consider cyber insurance, they want to see it 
as part of a package such as together with fire 
insurance. 
 

 The need for cyber security solutions is 
always pegged to enterprise growth, which 
then necessitates more enterprise 
requirements such as uptime performance of 
IT systems and a higher volume of data. 
 
 

 

 

“SMEs are fighting fire at 
different levels. Today, 
we are dealing with what 
is shouting out for 
attention for example, 
rental relief.” 

Director of Healthcare 
Services SME 

 

 

“This is an IT issue. It's a 
complex topic for SMEs 
to understand. There is 
inertia to do something.” 

MD of Food Services SME 

 

 

“In F&B industry, many 
people (enterprise 
owners) won't be 
thinking about cyber 
security. It is at the back 
of our minds.  

When we do have cyber 
security, the default is 
the least amount of 
(access) privileges. Then 
if we need more, we’ll 
have 3rd party vendors..” 

Director of F&B SME  
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Existing cyber risk mitigation and data 
protection measures 

      Viewpoints from interviewees: 

 There is a whole spectrum of risk 
management strategies adopted by SMEs. 
The maturity of their risk management 
commensurate with their size of enterprise 
and customer-driven requirements. 
 
 Restricted admin privileges 

 No internet access for on-premise computers 
 Limited access to the use of computers with 

sensitive information 
 
 Tightening of processes for funds 

transfer 
 Layering of signatories to improve 

accountability and checks 
 Calling payee before and after funds transfer 

 
 Regular backups and backups in physical 

storage hard disks/paper records 
 

 Physical security 
 Case notes are locked 

 
 Use well-known third-party platforms 

such as ecommerce aggregators, secure 
payment gateways 
 

 Encryption of documents and files 
 
 Network security such as firewalls 

 
 Use of patch applications and patch 

operating systems  
 This can part of the push updates from 

subscribed software applications, and/or 
 Patches by IT teams for larger SMEs 

 
 Use of trusted cyber security vendors 

 
 Use of cyber assurance and audit 

services  

 

“Cyber security is a larger 
threat to enterprises. And 
it is pain driven.  

Data protection is 
regulatory driven and 
“stick” driven.” 

Director in Financial 
Advisory SME 

 

 

“I am not prepared to pay 
for more.  Standard cyber 
security solutions must 
be as cheap as mobile 
phone subscription.” 

CEO of Transport sector 
enterprise 

 

 

“There is no budget for 
such a risk in data breach. 
Such risks are hard to 
quantify, and the 
occurrence is remote.” 

MD of wholesale trade 
SME 
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Encounters of cyber incidents and/or data 
breach incidents 

 

      Viewpoints from interviewees: 

 The majority of the interviewees have had 
personally experienced phishing and 
spamming.  A few isolated cases have 
experienced scam emails that attempted to 
divert remittance away from the intended 
payee. 
 

 Public news is the main source of information 
for SMEs not identified as Critical Information 
Infrastructure (CII)6.   
 

 SMEs in the Financial Sector, identified as CII, 
get very regular updates, news, advisories, 
practice guides from MAS. 
 

 All but one, had no encounters with direct 
financial loss from cyber incidents.  Even for 
this SME, it was a contained financial loss. 
Hence it is not surprising that SMEs generally 
perceive a remote probability of having a 
cyber incident. 
 

 SMEs have a manual checking processes in 
place to check and validate changes in bank 
account numbers. This “human step” helps to 
detect scam attempts. 
 
 
 
 
 
 

 
6 The CII is the computer or computer system for the continuous 
delivery of an essential service, and the computer is wholly or partly in 
Singapore.  Essential service covers services relating to energy, info-
communications, water, healthcare, banking and finance, security and 

 

“For that incident, it was 
a contained financial loss. 
(We) called in Interpol 
because it was cross 
jurisdiction. And we 
stepped up on early 
detection.” 

Director in Financial 
Advisory SME 

 

 

“Once, our overseas 
supplier asked for 
payment of goods and 
services. The email was 
re-sent with a change in 
bank account number. 
We called the supplier to 
clarify. This was how we 
found out that the 
second email was 
fraudulent.  Even if we 
had paid, if we act 
quickly, we can ask the 
bank if money can be 
traced.  These are steps 
that can be taken to 
mitigate such risks.” 

MD of wholesale trade 
SME 

  

emergency services, aviation, 
land transport, maritime, 
functioning of Government, 
and media (Cybersecurity Act 
2018) 
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Consequences of cyber/data breach incidents 

(The Legal consequences of cyber security and data 
protection in Singapore can be found in Annex 3.)* 

 

      Viewpoints from interviewees: 

 The direct costs of an incident are the 
remediation costs, fines, and any financial 
loss due to scams/ransoms.  Most think the 
remediation actions should be and can be 
completed within 3 days.  The longest cited 
time for remediation is 1 month, which is said 
to be a long time for SMEs. 
 

 The indirect costs of incidents are: 
 Disruption/suspension of enterprise 

operations such as denied access to 
website, locked access to files 

 Loss of consumer confidence 
 Loss of stakeholder confidence (for 

example business partners and 
government) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

“There are a whole lot of 
enterprise operations 
implications.  For 
example, with no access 
to operating files, this can 
be crippling if there are 
no backups.  For auditing 
firms, with loss of files, 
the accountants cannot 
prepare audit 
statements.  HR 
managers are denied 
access to payroll data. 
Those that transact on 
ecommerce platforms 
cannot sell.” 

Founder of Professional 
Services Firm 

 

 

“The main impact is 
reputational damage, not 
direct financial loss. A 
nuisance hack can be in 
the range of $500-$1000. 
It is not much. But for 
medium-sized 
enterprises, the loss in 
reputation can be a big 
hit to the business.” 

CEO of ICT Outsourcing 
SME 
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Are government grants helpful to encourage 
you to build your cyber defence?  

(A list of existing available government grants in 
cyber security can be found in Annex 4.)* 

 

 

      Viewpoints from interviewees: 

 Factors that will encourage SMEs to take up 
government grants in cyber security are: 
 
 The SME is looking for such solutions. 
 The solutions meet the requirements of 

the enterprise. 
 Positive experience with the relevant 

government agency. Having an account 
manager from the relevant government 
agency helps to navigate the path of 
grant application and grant 
administration. 

 Availability of a list of pre-approved 
vendors is helpful. 
 
 

 Factors that put SMEs off with respect to 
government grants in general are: 
 
 Many grants are available and it takes 

time to understand the differences in 
order to select a suitable one. 

 Tedious and administrative process, 
relative to the grant amount. 

 Application process takes 3-6 months, 
which is considered long. 

 Vendors seem to be pushing their 
agenda. 

 

“Cyber security is a 
complex subject. It will be 
better if the grant also 
covers a government 
personnel to help in the 
implementation.” 

MD of Food Services SME 

 

 

“Government is generous 
on grants. SMEs should 
use grants to level up.” 

Founder, Education 
Enterprise  
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A rising wave of cyber threats 
 

Based on the latest publication from the Cyber Security Agency of Singapore, cyber threats 
are on the rise. Incidents of phishing in 2019 had increased at an alarming rate of almost 200% 
(Figure 1).  Just phishing incidents alone in 2019, there were 47,500 incidents (Cyber Security 
Agency of Singapore, 2020) This means an average of 130 phishing incidents a day! SMEs tend 
to be more prone to phishing scams, mainly due to inadequate cyber security protection and 
employee education.  Phishing attacks open the doorway to cyber crimes, malware and data 
breach.   

 

Besides phishing attacks, website defacement has also increased by close to 50% in 2019 
(Figure 1).  The majority of the defaced websites belonged to SMEs from sectors such as 
education, finance, manufacturing and retail. In contrast, no Singapore Government websites 
were defaced (Cyber Security Agency of Singapore, 2020). 

 

Figure 1: Cyber Threats in Singapore 

 

Source:  Singapore Cyber Landscape 2019 (Cyber Security Agency of Singapore, 2020) 

  

2019 2018 % Increase
General Phishing 47,500       16,100       195%

Website Defacement 873            605            44%
Cyber Crime Cyber Extortion 70              80              -13%

Computer Misuse Act 1,731         1,207         43%
Online Cheating 7,629         4,928         55%

Malware Ransomware 35              21              67%
Command and Control Servers 530            300            77%
Botnet Drones 2,300         2,900         -21%
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SMEs are aware of malware, of which ransomware has been cited commonly by the 
interviewees of our study.  Malware is increasing very rapidly (see DDoS and botnet trends in 
the box below). Singapore is facing a rising wave of cyber threats, a trend that is in line with 
what is happening worldwide and is unlikely to recede. 

 

SMEs may be underprepared for the increasing sophistication of malware.  Whilst anti-virus 
software solutions do protect against malware to a certain extent, they are generally 
consumer-grade solutions and may not adequately fend off evolving malicious attacks and 
modern digital threats. There is room for education in this space for SMEs for endpoint 
security. 

 

Singapore firms suffered S$23.8b economic losses from cyberattacks in 2017 (Channel News 
Asia, 2018).  Here are some SME cyber security findings, from a recent 2019 report from 
Chubb based on a survey of 300 Singapore SMEs. (Chubb, 2019) 

 Nearly two-thirds (65%) of SMEs reported experiencing a cyber incident in the past 12 
months. 

 32% of SMEs who experienced cyber incidents did not know which data files were 
affected. 

 40% of all breaches involved customer records.   
 30% of the data files breached was email traffic of SME senior team. 
 53% do not think employees who have access to sensitive data are fully aware of their 

data privacy responsibilities. 

 

These findings point to the fact that cyber security risks are very real and are increasing.  
Against this landscape, Singapore SMEs need to seriously rethink their priorities and 
investments in cyber security. 

 

Cyber security is increasingly becoming like a vital sign for enterprises, just like key 
performance indicators such as sales turnover, profit margins.  This growing importance is 
reflected in the statistics on worldwide spending on cyber security -  it is increasing even when 
most corporate expenses are being cut back (Refer to Annex 2).   
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Jump in Cyber threats in Q1 2020  

In the Q1 2020, during the time when all countries were focusing on managing the COVID19 
pandemic, cyber attacks have increased everywhere around the world, due mainly to a large 
majority of activities (enterprises, work, school, gaming, social interactions) having gone 
online.  This is reflected in the goals of Distributed Denial-of-service (DDoS) attacks in Q1 2020, 
with the most targeted resources in Q1 being websites of medical organizations, delivery 
services, and gaming and educational platforms. In Q1 2020, there was a significant increase 
in both the quantity and quality of DDoS attacks worldwide. The number of DDoS attacks 
doubled compared against Q4 2019, and by 80% against Q1 2019. The number of smart 
attacks also doubled versus Q4 2019. (Figure 2) (Kaspersky DDoS Quarterly Report, 2020). In 
particular, the duration of DDoS attacks have spiked versus a quarter ago (Figure 3).  

 

Figure 2 : DDoS attacks in Q1 2020, Versus Q1 2019 and Q4 2019 

 

 Source: Kaspersky DDoS Quarterly Report, published on May 2020  

 Note:  Q1 2019 is taken as the 100% reference value 
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Figure 3 : Duration of DDoS attacks in Q1 2020, Versus Q1 2019 and Q4 2019 

 

 Source: Kaspersky DDoS Quarterly Report, published on May 2020  

 Note:  Q1 2019 is taken as the 100% reference value 

 

 

Singapore is also ranked 10th in Q1 2020 as the top Command and Control Servers location 
(Figure 4).   

 

Figure 4 : Distribution of botnet C&C servers by country, Q1 2020 

 

         Source: Kaspersky DDoS Quarterly Report, published on May 2020  
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Annex 1: SME Segments 
 

For this study, we refer to SMEs as Micro enterprises, Small enterprises and Medium 
enterprises. 

 

 

Figure 5 : Classification of Singapore SMEs 

 

Source: Enterprise Singapore 

  

Definitions of 
SMEs used in 
this report 
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Annex 2: Worldwide security spending is 
increasing 
 

Covid19 pandemic has resulted in enterprise loss worldwide.  It is not surprising that almost 
all categories of spending are set to decline.  Gartner predicts that worldwide IT spending will 
also decline this year, by 8%.  

 

However, despite a cut in overall corporate spending budgets, enterprise spending on cyber 
security will still increase by 2.4% this year. (Forbes, 2020)  In the same report, Cloud Security 
is predicted to be the smallest but fastest growing cybersecurity segment this year. (Figure 9) 

 

Figure 6 : Worldwide Security Spending Growth by Segment, 2019-2020 

 

Source: Gartner Report on “Worldwide Security and Risk Management Spending”  (Forbes, 2020) 
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Annex 3: Legal Consequences of Cyber 
Security and Data Protection in Singapore 
SMEs 
 

The key statutes and laws and adopted international standards in respect of Cyber Security 
and Data Protection are: 

 Cybersecurity Act 2018 – the principal legislation for cybersecurity in Singapore.  It is 
a regulatory framework for the protection of critical information infrastructure (CII) 
against cybersecurity threats; the undertaking of measures to prevent, manage and 
respond to cybersecurity threats and incidents in Singapore; and the regulation of 
cybersecurity service providers. 
 
The CII is the computer or computer system for the continuous delivery of an essential 
service, and the computer is wholly or partly in Singapore.  Essential service covers:  

o Services relating to energy 
o Services relating to info-communications 
o Services relating to water 
o Services relating to healthcare 
o Services relating to banking and finance 
o Services relating to security and emergency services 
o Services relating to aviation 
o Services relating to land transport 
o Services relating to maritime 
o Services relating to functioning of Government 
o Services relating to media 

 
 Personal Data Protection Act 2012 (PDPA) – the data protection legislation in 

Singapore. It requires organisations to make reasonable security arrangements to 
protect personal data in its possession or under its control to prevent unauthorised 
access, collection, use, disclosure, copying, modification, disposal or similar risks 
(Section 24). The Personal Data Protection Commission (PDPC) is responsible for the 
administration of PDPA.  
 

 Computer Misuse Act (CMA) – under the CMA, certain cyber activities, such as hacking, 
denial-of-service attacks or infecting computer systems with malware, are 
criminalised, as well as the possession or use of hardware, software or others tools to 
commit offences, and other acts in preparation or in furtherance of the cyber crime. 
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 Existing sectoral specific frameworks 
 

o Telecommunications Cybersecurity Code of Practice (Telecommunications 
Code) for internet service providers 
 

o Monetary Authority of Singapore (MAS) Notice on Cyber Hygiene (6 August 
2020)  for financial institutions to comply with the following requirements:  

 establish and implement robust security for IT systems; 
 ensure updates are applied to address system security flaws in a timely 

manner; 
 deploy security devices to restrict unauthorised network traffic; 
 implement measures to mitigate the risk of malware infection;  
 secure the use of system accounts with special privileges to prevent 

unauthorised access; and 
 strengthen user authentication for critical systems as well as systems 

used to access customer information. 
 

 The Singapore Common Criteria (SCCS) is a certification scheme that provides a cost-
effective regime for the IT industry to evaluate and certify their IT products. 
 

The legal consequences for not complying with the key laws of Cybersecurity and Data 
Protection are the same for big and small enterprises. 

 

The following are potential implications for SMEs: 

Cybersecurity Act 

 It is important that SMEs are aware of the cyber security legislation that apply to them, 
whether they are part of CII or specific sector.  
 

 SMEs which are owners of Critical Information Infrastructure (CII) must notify the 
Commissioner of cybersecurity incidents within 2 hours after becoming aware of the 
occurrence, and within 14 days the supplementary details on the cause of the 
cybersecurity and the impact on the CII. 
 

 Under the Cybersecurity Act, personal liability is imposed on officers and members of 
SMEs and individuals involved in the management of the SMEs, if they are liable for 
cyber security offences. 
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Personal Data Protection Act 
 

 All organisations in Singapore are required by law to appoint a Data Protection Officer 
(DPO) (Section 11(3)). 
 

 SMEs will also need to know the PDPA is applicable to all enterprises that collect, use 
and disclose personal data in Singapore, including foreign-owned and foreign-
controlled enterprises, even if they have no physical office in Singapore.  This covers 
practically all SMEs.   
 

 Within 30 days from the time organisations are aware of a potential data breach, 
organisations are recommended to carry out investigations of the data breach under 
the Guide to Managing Data Breaches 2.0. (PDPC, 2019) 
 

 The PDPA fines and penalties are in Figure 10.  At the time of this report, the PDPA is 
due to be amended by the Parliament to increase the accountability of organisations 
in data protection. To serve as a stronger deterrent, financial penalties for 
organisations that breach the PDPA is proposed to be increased to up to 10% of their 
annual turnover or S$1 million, whichever is higher. (PDPA Amendment Bill, 2020) 
 

 Further, under the PDPA Amendment Bill, it is proposed for mandatory data breach 
notification to individuals and the PDPC. 
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Figure 7: PDPA Fines and Penalties 

PDPA 
Section 
Number 

Summary Penalty Remarks 

51 (Breach 
of s.21,22) 

Offence of making a request 
under s21,22 (Access to 
personal data, Correction of 
data) 

Person  
Fine up to $5,000 and/or imprisonment 
up to 12 months 
 
Corporation  
Fine up to $50,000 for offence with an 
intent to evade a request under s.21,22, 
dispose, destroy etc personal data 
 
Fine up to $100,000 for obstructing or 
hindering PDPC or making a false or 
misleading statement 
 

 

52  Offences by bodies 
corporate (committed with 
the consent of the officer or 
neglect) 
 

 Cross 
refer to 
s.56 

53 Liability of employers for 
Acts of employees 
(Employer’s knowledge or 
approval not relevant, but 
it’s a defence if employer 
took practical steps to 
prevent the employees) 
 

 Cross 
refer to 
s.56 

55 Composition of offences by 
PDPC  
 
 

½ of the maximum fine or $5,000, 
whichever is lower, except Part IX. 
 
For Part IX, fine not exceeding $1,000. 
(Do Not Call Registry) 
 

 

56 General Penalties for any 
offence not expressly 
provided 

Fine not exceeding $10,000 
 
Imprisonment not exceeding 3 years or 
both. 
 
Continuing offence, fine of $1,000 per 
day.  

 

Note: “s.56” refers to section 56 of PDPA. 

Source: Various legislation; The Seed Consulting Group analysis.  
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Annex 4: Cyber security vendors 
 
This is the current listing of IMDA pre-approved solutions in cyber security.  As flagged out 
by the interviewees, it is not easy to navigate the technical jargon of the available solutions. 
Unless the vendor approaches the SMEs, or unless the SME owners are themselves 
knowledgeable in this domain area, it is generally difficult for a SME to know what is the 
appropriate solution for their enterprise. 

 
Figure 8 : IMDA pre-approved solution vendors for cybersecurity solutions 

Cybersecurity Domains Covering some/all of the 
following: 

Costs(S$)# After 
Government 
Support* 

Endpoint Protection  Network Firewall 
 Intrusion 

Detection/Prevention System 
 Virtual Private Network 
 Secure Web Gateway 
 Secure Email Gateway 
 Anti-Virus/Anti-Malware 
 Application Control 
 Sandboxing 

 

$600 - $11,800 per 
year, subject to 
SME size 

$100-$2,400 

Unified Threat Management  Anti-Virus/Anti-Malware 
 Application Control 
 Device Management 

$2,300 -$30,500 
per year, subject to 
SME size  
 

$500-$6,100 

Managed Detection and 
Response 

 Asset-info Based Cyber 
Defense service 
 

$37,000 $7,400 

Enterprise Data Loss 
Prevention 

Not available yet Not available yet Not available yet 

Security Assessment 
Services for Solutions 
 

 Security Configuration Review 
 Penetration Testing for Web 

application Grey 
Box/Endpoint Black-Box 
 

$5,000-$8,000 $1,000-$4,000 

Security Controls & 
Operations Advisory 
Services for Solutions 

 Security Architecture Review 
 Threat Risk Assessment 

 

$5,500-$17,000 $1,500-$13,000 

Notes:  

# The costs are indicative only. Actual costs will be subject to SME size, number of licences, IT architecture etc. 
*Current support is Productivity Solutions Grant which supports 80% of the qualifying costs for eligible SMEs.  

Source: Various websites, The Seed Consulting Group analysis
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SMEs can also refer to the SGTech publication on: Singapore Cyber Security and Data 
Protection Ecosystem 2019/2020.7   

 

This is a directory of the vendors in each category of cyber security and data protection. Under 
Vulnerability Assessment and Penetration Testing, there are 67 vendors listed.  Under 
Managed Security Services, there are 65 vendors listed. There are more categories listed in 
this directory (Figure 9).  

 

Figure 9: SGTech Cybersecurity Publication 

 

 

 

On one hand, the long list of vendors reflects a thriving ecosystem in which SMEs have 
abundant options to choose from.  On the other hand, it is difficult for SMEs to distil the 
information and make decisions on what they need for their organisations.  This can 
potentially raise the barrier for adoption. 

  

 
7 
https://www.sgtech.org.sg/Web/Resources/CSC_Publication_19_20/SGTECH/Web/Resources/CSCPublication1
920.aspx?hkey=d2ba2b9d-a5cb-4df9-a7d6-35653fe0cc18 
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Some of SMEs (by alphabetical order of the enterprise name) are: 

 

 Mr Laurence Barrett, CEO, Barrett Aerospace 

 Dr Yue Weng Cheu, Founder, Clinical Director, DP Dental Pte Ltd 

 Mr Jonathan Briggs, Founder, Hyper Island 

 Mr Caleb Gau, CEO, IRMA Insights Pte Ltd 

 Mr Ang Wee Tiong, CEO, JobTech 

 Mr Kelvin Lim, Director, The Food Explorer Pte Ltd 

 

The rest of the interviewees have chosen to contribute to this study anonymously. 
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understand Singapore SME concerns and challenges in adopting 
cybersecurity solutions.   

 

All data points are updated till 15 August 2020. 

Author: Carolyn Poon, The Seed Consulting Group LLP 

October 2020 


